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Abstract of the contribution: This contribution discusses the LS from SA3 on user plane security termination and proposes a reply

Background
SA2 has received an LS from SA3 where they ask RAN2, RAN3, and SA2 groups to provide comments on solution proposals in the LS. 

RAN2 has already replied (R2-170236) and informed that “RAN2 clear preference is to have security in RAN in the PDCP layer” (i.e. Proposal 1 in the SA3 LS). RAN2 also provided analysis and concluded that terminating the security in a new logical entity (UP-STF) as in proposals 2, 3 and 4 has a number of impacts:
1.
Increased overhead due to the new termination protocol.

2.
Increased complexity of the UP-STF function, decreased complexity of PDCP due to new location of ROHC.

3.
The sequence number of the UP-STF would have to be large enough to avoid a possible wrap around to handle out-of-order packets.

4.
Optimisations relying on IP header visibility would not be possible (e.g. DRX timer settings, smart RRM and smart scheduling strategies, codec rate adaptation…).

5.
Potential emerging services such as caching service at the RAN would not be possible.

Discussion

Assuming that gNB provides security for the UE when the UE is using 3GPP access, and N3IWF provides UP security for the UE when the UE is using non-3GPP access, the different access types supported in phase 1 of 5GS are fully covered. This approach is also access agnostic in the sense that UP security is provided “below” N3 for all accesses. The security for non-3GPP access using N3IWF can be provided by either VPLMN or HPLMN, depending on the N3IWF location. The only case where additional UP security may be desired is in case there would be scenarios where the 3GPP access security on AS level is not sufficient, e.g. in case the gNB is located in a unsecure physical environment. Such considerations should be discussed by SA3 rather than SA2, but it can be worthwhile to note that solutions developed by SA3 in LTE include eNB platform requirements to address this. Furthermore, with new RAN architecture options for split RAN deployments, allowing a more flexible placement of the PDCP termination e.g. on the same physical site as the UPF, would allow AS-level UP security termination more centrally in the network.   
In addition to the impacts provided by RAN2, Proposals 2, 3 and 4 have following architectural impacts, as already provided in an LS to SA3 from SA2#118 (S2-167250):
a.
Providing UP security in HPLMN means the VPLMN may need for any PDU session to receive the necessary information from the HPLMN to fulfil its potential legal requirements 

b.
Providing UP security in NGC would require an interface between the Network Function hosting the SEAF/SCMF and SMF (both located in the PLMN where UP security is enforced).

c.
Providing UP security in HPLMN means an interface between SMF and the Network Function holding the SEAF/SCMF functionality (unless collocated) in HPLMN. This may mean that there are 2 SEAF: one in VPLMN (that starts the authentication for the UE to be able to register to an AMF) and another one in HPLMN.

d.
Providing UP security in NGC may imply another negotiation of security algorithms (between the UE and the network) beyond the negotiation of security algorithm done at UE registration to an AMF.
Furthermore, the support of the UP security termination in the RAN does not preclude additional options in the future, such as the addition of a protection layer between the UE and UPF. 
Proposal

It is proposed to reply to SA3 using an LS as indicated below (can be sent as separate LS or combined with a reply on all different SA3 LSs):

**** Draft LS below ***

Title:
[DRAFT] Reply LS on user plane security termination
Response to:
LS (S3-170408) from SA3 on user plane security termination
Release:
Rel-15
Work Item:
NSA, FS_NR_newRAT, 5GS_ph1
Source:

To:
SA3
Cc:
RAN2, RAN3
Contact Person:


Attachments: 
none


1. Overall Description:

SA2 would like to thank SA3 for their LS on user plane security termination.
SA2 assumes that user plane security is provided between the UE and gNB, in line with the reply from RAN2 (R2-1702368).
Assuming that gNB provides security for the UE when the UE is using 3GPP access, and N3IWF provides UP security for the UE when the UE is using non-3GPP access, the different access types supported in phase 1 of 5GS are fully covered. 
SA2 would also like to highlight that a previous LS to SA3 (S2-167250) have listed architecture impacts if there were an option to provide user plane security between UE and UPF.

2. Actions:

To CT3 group.

ACTION: 
SA2 kindly asks SA3 to take the above information into account
3. Date of Next TSG- Meetings:

SA2 Meeting #121
15 - 19 May 2017   
Hangzhou, China

SA2 Meeting #122
26 - 30 Jun 2017   
San Jose Del Cabo, Mexico
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